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Name:

Firewall
1. Go to Control Panel/Windows Firewall and make sure that your computer’s firewall is on. What is a firewall? 

2. From another computer, ping your computer.  What is the result? 

3. Turn off your computer’s firewall and ping your computer again.  Now what is the result?
4. Turn on your computer’s firewall, then go to the Advanced tab, and under Security Logging, click the Settings button. Check log dropped packets and note the location of the log file. Ping your computer again and then open the log file in Notepad.  Paste below the lines relevant to the ping attempt.

5. What is ICMP?  What type of ICMP packets does a (Windows) ping involve?    
6. What ICMP setting should be changed (under the firewall’s Advanced tab) to allow pings while the firewall is on? 

7. On another machine, telnet to your alpha account and try pinging your machine from there.  Are there any differences?  If so, what are they?  
8. Use a list of the “well known ports” to determine what the following items from a log might be. 
a. Protocol: UDP

Source port: 137
Destination port: 137

b. Protocol: UDP

Source port: 138
Destination port: 138

c. Protocol: UDP

Source port: 1842
Destination port: 1900

d. Protocol: TCP

Source port: 80
Destination port: 1146

9. By the way, the ping entries had no port number.  Why? 
10. Attempt to telnet to your machine.  Show the corresponding entry in the log file. 
11. On the Windows Firewall Advanced tab, under Network Connection Settings, click on the Settings button.  On the services tab, check the Telnet Service.  Click OK and OK.  Attempt to telnet to your machine.  Does it succeed?
12. Go to the Control Panel, Administrative Tools/Services.  What is the Status and Startup Type of the Telnet service? 
13. If Telnet is not started, then start it.  This may take two steps – one in which you make the Startup Type Manual and another in which you make the Status Started. Attempt to telnet to you machine.  Does it succeed?  Was there a warning message?  What was it about? 

14. Turn off the Telnet service.  Provide instructions for doing so. 
15. Create a folder called Secret on your E drive and in it place a text file called Message.txt with some test.  Encrypt the file and folder.  Provide instructions for performing this procedure. 
16. What indications (if any) are there that this file/folder is encrypted?
17. What is the command for encrypting files and/or folders? Give an example of the command.  

18. Log in as a different use.  Try to open the file, what is the result?

19. While still logged on as the other user. Go to the encrypted folder at the command line and attempt to look at the file using the command type or more.  What happens?  

20. Log in as the original user.  Create a file a new text file outside of the encrypted folder and move it to the encrypted folder.  Has it become encrypted? 

21. What are the steps for decrypting a file? 

