Course:
CIS 610

Title:

Legal, Ethical and Social Issues

Web page:
www.lasalle.edu/~turk/courses/CIS610/Overview.htm


Instructor:
Jane Turk, Ph.D.

Office:

Olney 230

Phone:

(215) 951-1094   (has voice mail)

e-mail:
Home:  janeturk@voicenet.com


University:  turk@lasalle.edu


Course Objectives

· to inform students of the issues and, as appropriate, provide a balanced presentation of the pro’s and con’s

· to familiarize students with the sources:  expert, within the literature, and electronic

· to motivate students to become involved and to take a stance backed up by reasonable argument

· to motivate on-going learning, appropriate for professionals in the field

Outline of Course Content

Laws regarding computer and information science
· intellectual property rights:  copyright, patent, trademark

· privacy, including email privacy

· current issues:  taxation on the Internet, cyberstalking

Privacy and information use/misuse
· individual profiling and target marketing; online profiling 

· buying and selling of information in both government and private sectors

· Fair Information Practices and the global dimension

· online privacy issues; e.g., children’s privacy, web bugs

· current issues:  identity theft, medical records, financial privacy, biometrics

Cryptography
· development history

· encryption, decryption, and digital signatures

· symmetric and public key systems

· public policy issues:  national security versus personal freedom and needs of business

Attacks on computer systems
· viruses and worms

· hackers

· denial of service attacks
Ethics
· development of ethics

· ethical issues in computer science and information technology

· ethical codes of professional organizations

Effects of Computers
· work:  employee monitoring

· access:  information haves and have nots

· cultural and societal implications

· Responsibilities and Risks of Computing

· significant computer failures

· evaluation of safety-critical software

· computerized and Internet voting
Grading

The course grade has three components:

1. presentation:  20 minutes, followed by brief question and answer period (30%)
2. paper:  20-25 pages  OR  project  (55%)   and 
presentation of essential aspects of paper/project:  10 minutes (5%)
3. class participation  (10%):  summaries of readings, thoughtful questions, contributions, responses; attendance

Each student will become a mini-expert in two different topical areas--for the presentation and for the paper or project.

1.  Certain topics (e.g., attacks against systems, responsibilities and risks of computing) will be presented entirely by members of the class.  The presentation topic must be chosen from the list on page 4 in order to ensure coverage of the major areas.  Topics for the presentation and paper/project must be different.  Objectives, guidelines, and criteria on which the presentation will be judged are given on page 8. 

2.  In addition, each student must research a different topic of interest related to the course and chosen with the instructor’s approval.  Page 5 has a list of possible topics, but this list is not meant to be all-inclusive.  A student is encouraged to choose a topic in which he or she really has an interest and wants to learn a great deal about.  A student can share his or her learning by means of a paper, 20 to 25 pages in length, or a project.  The form of a project must be jointly agreed upon by the student and instructor.  The form(s) of a project are as unlimited as the student’s creativity, available resources and the subject matter allow.  

Consider the following example of a project.  You work in a company with many networked computers.  Each employee has Internet access, and the business itself has an online component.  A macro virus sent as an email attachment infects your company.  You are involved in the damage assessment, clean-up, and future prevention efforts.  Your project focuses on this incident, adding research into the causes, history, more general effects of this virus, and specific future prevention efforts.  You use a video recorder to chronicle the damage, and you include brief interviews with key people.  Whether through video or presentation slides or some other format, you set this incident in context and you illustrate points to be learned from it.

The key objective in writing a paper or developing a project is that the student become a mini-expert in the chosen topic and be able to share some of that expertise with classmates.

Objectives, guidelines, and criteria on which the paper/project will be judged are given on pages 6 and 7.

3.  There is no text for this course.  A list of required readings from the Web will be posted for each topic on the course web site, along with an extensive bibliography.  The class participation component of the final grade will include a short summary of particular readings and an encryption assignment which will be done mostly during a lab.

EPIC Alert

Please subscribe to EPIC Alert, a summary of current privacy issues, published biweekly by the Electronic Privacy Information Center.  A Web-based form is available for subscribing or unsubscribing at:     http://www.epic.org/alert/subscribe.html

To subscribe or unsubscribe using email, send email to epic-news@epic.org with the subject: "subscribe" (no quotes) or "unsubscribe".


The Filter

The Berkman Center for Internet and Society at Harvard Law School publishes The Filter online about twice a month with a summary of and references to current legal issues in cyberspace.  To subscribe, go to http://cyber.law.harvard.edu
and register.  Please also subscribe to this.

Risks Digest

Peter Neumann’s archive on Risks to the Public in computers and related systems, 1991 to present:
http://catless.ncl.ac.uk/Risks/

TOPICS FOR PRESENTATION

Each presentation topic selection must be submitted to the instructor in written form (email is fine) and approved by the instructor.  Topics will be approved on a first-to-request-will-get-it basis.

Attacks Against Systems:  Viruses, etc.

life cycle of a virus; how do viruses work and how do they spread?

protection from viruses; how do virus checkers work?

denial of service attacks:  what happens and how to defend against it

hackers:  what do they do, why, how do they do it?

identity theft

Responsibilities and Risks of Computing

liability for defective electronic information; e.g., when software is defective and causes problems, who is responsible?  A starting point is Pamela Samuelson’s article “Liability for Defective Electronic Information” in the January 1993 issue of Communications of the ACM, volume 36, number 1, starting on page 21

significant computer failures; e.g., topics in Peter Neumann’s book Computer Related Risks, the case of the Therac-25 machine, documented by Leveson and Turner in the July 1993 issue of IEEE Computer
UCITA (Uniform Computer Information Transactions Act), a model statute that the nonpartisan National Conference of Commissioners on Uniform State Laws wants every state legislature to adopt.  Virginia and Maryland have adopted it.  Opponents of the law (including the ACM) call it an enemy of consumers that favors large corporations.

computerized voting (exclusive of Internet voting):  pros 

computerized voting (exclusive of Internet voting):  problems in implementation; cons
Internet voting 

electronic medical records:  problems and progress

Computers and Work

workplace monitoring 

effects of telecommuting on workers

Computers and Society

information haves and have nots--the digital divide

privacy implications of biometrics
SUGGESTED TOPICS FOR PAPER/PROJECT

This is a suggested list.  You do not have to select a topic from this list.  Do select a topic that you want to learn about and that interests you.  Be reasonably sure that you can get accurate and timely information on your topic.

law


should schools and libraries be required to implement software filters on Internet use?

privacy and information use


medical records privacy


computerized voting/Internet voting

privacy implications of biometric technology

cyberstalking

privacy aspects of data mining by hospitals

Carnivore

ethics


who is accountable for software?  (e.g., Therac-25)


whistle-blowing:  David Parnas and SDI

assorted topics


licensing of computer professionals

proposed National Missile Defense system (NMD, previously known as "Star Wars"):  is it technically feasible?  (see feature story in June 19, 2000 issue of The Nation, "Star Wars II:  Here We Go Again" available at 
 HYPERLINK http://www.thenation.com 

www.thenation.com

with link to Archive)


computer monitoring in the workplace


privacy implications of intelligent transportation systems


effects of violent computer games

decisions made by computers (e.g., there are virtual courts which settle some lawsuits and virtual robots which do surgery.  Where do we draw the line--or do we?)
Web access for the disabled  (see 
 HYPERLINK http://www.w3.org/WAI/ 

www.w3.org/WAI/
;
National Federation for the Blind in Baltimore at 
 HYPERLINK http://www.nfb.org 

www.nfb.org
;  Proactive Accessibility, an advocacy organization for the blind at 
 HYPERLINK http://www.proactive-access.com 

www.proactive-access.com
)


CIS 610 RESEARCH PAPER/PROJECT

One of the CIS 610 requirements is a library research paper, synthesizing contemporary references on an approved topic, or a project.  The purposes of this paper/project are to:

· enable the student to pursue independently a subject of interest related to course material

· encourage the student to read primary and secondary documents in the field

· develop a bibliography, including but not limited to electronic sources, for other members of the class

At the end of the course the file of a student’s paper will be available on disk to be read by other students.  Availability of a project will depend on its form.

Academic research such as this is a three-step process:

· finding the relevant information

· assessing the quality of that information

· using that information either to try to conclude something, to uncover something, to prove something, or to argue something

Guidelines for both Paper and Project 

The paper/project should display a well-researched approach and clear understanding of the topic. The introduction should include appropriate background information and a statement about the author’s thesis:  what the author will conclude or prove or argue.

If the topic is a controversial issue (e.g., use of filtering software in schools and libraries, licensing of computer professionals), the paper/project should give equal time to both sides of the issue.  Discussion should not be determined simply by the amount of material available.  As appropriate, the summary may contain your conclusion, backed up by reasonable argument.

With rare exceptions by topic, the paper/project should have a least ten current references, heavily weighted in favor of journals, texts in the field, and authoritative electronic sources.  For example, Communications of the ACM is a journal in the field, while PC World has far less weight.  The Electronic Privacy Information Center (EPIC) is an authoritative source for documents on the Web.  The bibliography should contain books, journal articles, and electronic sources in a reasonable balance.  With rare exceptions for current topics, the bibliography may NOT consist solely of online documents.

A library/database search on the topic or key words is expected.  This is NOT the same as searching the Web.

A timeline for submission of initial bibliography and outline, etc., is included in this document.  Late submission of any of the three stages cuts the grade for that stage by 50%.

Guidelines for Papers 

The length (exclusive of bibliography) of a paper should be 20-25 pages.

The organization should include the following sequence:  introduction, body, summary, and references. he summary should include a re-statement of the problem/issue investigated and the author’s main points.

The paper should follow MLA style.  Recommended text for someone inexperienced in writing papers:

MLA Handbook for Writers of Research Papers, Fifth Edition (1999)

Author:
Joseph Gibaldi

Publisher:
Modern Language Society of America

The disk should contain the entire paper in one file.  Use your last name as the filename.

Criteria on which the paper/project will be judged

for both

· understanding of the issue

· clear organizing principle

· number, quality, and currency of references

· main points supported by sufficient evidence

for project

· applicability of media and format

for paper

· MLA style using correct grammar, syntax, spelling 

· appropriate use of references for direct quotes and ideas of others

· of specified length

· follows specified formal:  introduction, body, summary

CIS 610 PRESENTATION

One of the CIS 610 requirements is a presentation on an approved topic.  The purposes of this presentation are to:

· engage the student in understanding a topic of importance and in explaining this material 

· draw on a student’s work experience, if possible

· expose the student to appropriate sources in the field

Guidelines

The topic must be chosen from the restricted list given earlier in this document and submitted in writing for approval by the instructor.  Reasons for a particular topic should be part of the request.  Proposals will be acted on in first-come-first-served basis. 

The student must use at least five substantial sources and include these in a bibliography on the last slide.  The sources may not ALL be online.  

The student must use presentation software.

The student must provide a copy of the outline of the slides and bibliography for each student in class.  Slides can be miniaturized on the copy.

Length of the presentation is 20 minutes, with a short time for questions to follow.  The presenter will be timed and, if necessary, will be asked to stop at the end of 20 minutes.  A student who falls more than 2 minutes short of the time will be penalized.

Failure to have the presentation ready on the specified date cuts the grade by 50%.

Clear statement of the topic and main points is most important in making the presentation.  Speak slowly and distinctly.  Say what is most important to say clearly; do NOT aim at trying to say everything you know about the topic.

Using notes is OK for occasional reference, but do NOT read the presentation.  Also, be careful of color.  Some colors are not visible easily, so test your choice; e.g., a blue background with yellow or white text is easy to read.

Each presentation will be evaluated by other students as well as by the instructor.

Criteria on which the presentation will be judged

Content


related topical area to the course


well researched


well organized



depth of content


demonstrates understanding of the topic


relevant


addressed questions



explained slides (didn’t just read them)

Presentation Slides


meaningful


clear


Language and Delivery


conveys ideas


speaks clearly

makes eye contact 

Timeline for Paper/Project

(Percentages of the grade for the paper/project are given.)

May 29 at the latest, earlier if possible:  submission of topic in writing (that includes email) to instructor.  No more than one person will be permitted to develop a particular topic; topics are assigned first come, first served. 

June 12:  two page report that includes:  topic and/or thesis statement; one paragraph summarizing the approach to the thesis or topic, followed by an initial broad outline; then current bibliography (not counted in the two pages) (5% of paper grade).  Thesis statement is a single sentence; it can be a question.  At this point you should have a good idea of your thesis but may not have done sufficient reading to finalize it.  Send as email attachment to instructor.

June 26:  two page outline single-spaced; specific form of outline is not important.  Thesis statement appears first.  (By this point you should have a refined thesis statement/question.)  Outline should have at least 3 levels of development; plus current bibliography (not counted in the two pages)  Outline should not contain descriptive paragraphs.  (5% of paper grade)  Send as email attachment to instructor.
July 24:  final version of paper due in hardcopy and on disk.  Final version of project also due.  The instructor will return the disk with a copy of the paper of each student in the class.  Project sharing will depend on project media.  (90% of paper grade)

July 31:  ten minute summary of each paper/project will be given by its author to the class.  For papers, the summary can simply be oral; a Powerpoint presentation is not required.  Specifics of a project summary will be decided well in advance of this date by its author and the instructor.   (5% of course grade)

CIS 610 Tentative CLASS SCHEDULE - Summer 2001

May 15:  privacy, including lab

May 22:  Ken Mortensen—legal issues 

May 29:  Ken Mortensen—legal issues

June 5:  library workshop; online privacy, with lab

June 12:  encryption

June 19:  encryption, part 2; lab on encrypting email 

June 26:  class presentations:  attacks against systems

July 3:  class presentations:  responsibilities and risks of computing

July 10:  class presentations:  computers and work, computers and society

July 17:  Internet:  anonymity, bias, commercialism

July 24: ethics; ethical issues in computer science; professional codes of ethics

July 31:  short presentation of papers and projects

CIS 610
1
Summer 2001


